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Abstract: Although the traditional attribute-based encryption scheme achieves one-to-many access control, there were
still challenges such as single point of failure, low efficiency, non-support for data sharing, and privacy leakage. In re-
sponse to the above problems, a ciphertext policy hidden access control scheme based on blockchain and supporting data
sharing was proposed. The prime order bilinear group and the AND-gates on+/— were used to achieve fine-grained access
control while avoiding the leakage of user attribute values. Ethereum and interplanetary file system were combined to
solve the problem of user attribute revocation and the single point of failure problem in the cloud storage model, and data
sharing was realized through proxy re-encryption. Based on the assumption of difficult problems, the safety of the
scheme was proved, and the simulation experiment results show that the proposed scheme has high efficiency while im-
plementing policy hiding.
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